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Before we continue, we also note two very important points:
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Denial of Service (DoS) attacks can come in many different forms. Some find 
value in categorizing those attacks by type, much as scientists subdivide animals 
into different phylum. This article briefly describes and explains some of the terms 
you may run into when people talk about DoS attacks.
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1 One recent example: “Former Operator of Illegal Booter Services Pleads Guilty to Conspiracy to Commit Computer Damage and 
Abuse,” https://www.justice.gov/opa/pr/former-operator-illegal-booter-services-pleads-guilty-conspiracy-commit-computer-dam-
age-and

• While it may be obvious, we note for the record that conducting 
a denial of service attack is illegal, does get prosecuted,1 
and often results in collateral damage to 3rd parties. We 
encourage self-restraint when it comes to conducting denial 
of service attacks and urge you to demonstrate your coding 
skills in constructive ways (particularly given current worldwide 
struggles relating to COVID-19).

• We also freely concede that a determined attacker can certainly 
conduct a denial of service attacks that can take down virtually 
any site on the Internet (or at least make that site work very 
hard to stay online). Demonstrations are never necessary.

https://www.farsightsecurity.com/assets/media/infographics/ddos-infographic.pdf
https://www.justice.gov/opa/pr/former-operator-illegal-booter-services-pleads-guilty-conspiracy-commit-computer-damage-and
https://www.justice.gov/opa/pr/former-operator-illegal-booter-services-pleads-guilty-conspiracy-commit-computer-damage-and


A Denial of Service attack takes place when someone blocks access to, or delivery of, a needed resource.

For example, in the “bricks and mortar world”, 
protesters concerned about environmental 
impacts of a petroleum pipeline might 
attempt to prevent the construction of that 
pipeline by keeping workers from getting to 
the pipeline worksite, or by trying to disrupt 
the rail shipments of piping needed to 
construct that pipeline.
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What is a “Denial of 
Service” Attack?

In “cyberspace” a denial of service 
might consist of flooding a site’s 
Internet link with unrequested traffic,
thereby causing the site to appear 
slow (or to appear to be down 
entirely), with no residual capacity to 
service the site’s intended users.

Attacks may be performed in support of attempts at extortion, in an effort to 
coerce changes to policies, as an expression of rage, or for diverse other reasons.
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While a DoS attack conducted by even a single well-connected system can be hugely disruptive, the largest attacks are 
normally “distributed.” That is, rather than just a single system attacking a target, in a distributed denial of service, an 
“army” of systems are marshalled to attack a target. These armies of devices are often created via botnets. The power 
of that approach is easily articulated:

• Distributed Denial of Service Attack Intensity May Be Much Higher: A single compromised server connected 
by a fast Ethernet link might be able to be abused to deliver 100Mbps worth of unwanted traffic against a target. 
An army of fifty such hosts (each connected by independent fast Ethernet links) might be able to flood that same 
target with 50x100=5Gbps worth of traffic.

• Distributed Denial of Service Attacks May Be Harder to Temporarily Filter Upstream: If you want to 
scrub unwanted traffic upstream and an attacker is using just a single consistent address (e.g., as the source 
of the unwanted traffic they’re dumping on you), blackholing that single source of attack traffic is relatively 
straightforward.

• Distributed Denial of Service Attacks Tend to be Harder to Permanently Remediate: A highly distributed 
attack also means that even if you are successful in getting some sources of attack traffic taken down and 
disinfected/secured, there will still be many others. That remnant, small as it may be, will often still be FAR more 
than enough to keep your head under water. Put plainly, the more distributed the attack, the more difficult it 
becomes to get the whole army of compromised hosts cleaned up and secured.

• Distributed Denial of Service Attacks May Constantly Morph: If an attacker has a large army of compromised 
systems at his or her disposal, they may intentionally reserve some of those systems rather than immediately 
throwing all of “their soldiers” into a frontal mass attack. One common approach is to constantly change the set 
of hosts that are attacking, rotating some new “soldiers” into the fight while others get withdrawn or repurposed 
against other targets.

These and other factors make distributed denial of service attacks the norm for DDoS attacks today.

Even if many sites can stumble past 100Mbps of unwanted traffic, most sites would find multi-Gbps attack far less 
tolerable.

If, on the other hand, an attacker is using 50,000 compromised systems, scrubbing that traffic upstream via 
numerous source IP addresses can be much more challenging.

5

Denial of Service (DoS) 
vs. Distributed Denial 
of Service (DDoS)
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The threat of typical distributed denial of service attacks will often be enhanced by an additional factor: 
the traffic that’s hitting a target may have an inaccurate/untrustworthy (“spoofed”) apparent-source 
address. To understand what that means, recognize that all Internet packets have a source IP address 
and a destination IP address. The source IP will normally be the system genuinely originating the traffic 
and the destination IP will normally be the intended recipient system.

Once the spoofed traffic is allowed to escape the local network, the opportunity 
to filter that traffic largely disappears. Determining the true origin of that 
spoofed traffic then becomes difficult if not impossible.
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The Additional Problem 
of Spoofed DDoS Traffic

This is largely possible because many 
Internet sites fail to do “source address 
validation” (aka “network ingress 
filtering”), see https://tools.ietf.org/html/
bcp38 (May 2000) and https://tools.ietf.
org/html/bcp84 (March 2004) and
https://www.caida.org/projects/spoofer/

The problem is that when it comes to at 
least some types of Internet traffic (such 
as UDP traffic, as used for DNS traffic, 
multimedia traffic, and select other 
applications) the apparent source IP 
address can be set to any arbitrary value, 
and then dumped onto the Internet for 
delivery. 

https://tools.ietf.org/html/bcp38
https://tools.ietf.org/html/bcp38
https://tools.ietf.org/html/bcp84
https://tools.ietf.org/html/bcp84


Reflection

Another thing routinely seen in denial of service attacks is exploitation of “reflection.” That is, rather than hitting a 

target directly, an attacker may sometimes “bounce” or “reflect” their attack off of an intermediate system or set of 

systems. To understand how reflection works, consider spoofed DNS queries made to an open recursive resolver. 2

Attacker “A” generates a stream of spoofed DNS queries, and sends them to open recursive resolver “O”.

In generating those queries, “A” lies and pretends the queries came from victim “V” by setting the apparent

source IP to the IP address that victim “V” uses. When the open recursive resolver gets those spoofed queries, it an-

swers them. Since it has no way of knowing that those queries DIDN’T actually come from “V,” “O” sends its answers 

back to the apparent requestor (whom we know is actually poor victim “V”). This indirection obviously complicates 

filtering and hinders backtracking and attribution.
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2 Open recursive resolvers are resolvers that are promiscuously available to anyone who wants to use (or abuse) them,
rather than just their intended audience (such as an ISP’s own customer base). See http://openresolverproject.org
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For example, if you play an electric guitar, the vibrations caused by strumming or picking the guitar’s strings

generates an electric signal in the guitar’s “pickup” (its “transducer”). That tiny electrical signal then gets multiplied 

many times by an amplifier before eventually getting routed to one or more speakers.

A table of amplification factors by protocol can be seen in “Alert (TA14-017A): UDP-Based Amplification Attacks,” see 

https://www.us-cert.gov/ncas/alerts/TA14-017A (last revised December 18th, 2019). DNS amplification factors can 

be high (and are quoted as being in the range of 28x-54x), while at least one other protocol may have amplification 

factors of over 50,000x!

Yet another DDoS-related phenomena you should understand is amplification. 
Amplification is the process of taking a relatively small input and multiplying it 
many-fold for output.
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Amplification

In an online distributed denial of service attack, amplification is important because it 
can dramatically increase the size of the attack the attacker can generate. For exam-
ple, assume an attacker is limited to “just” an outbound stream of 100 Mbps worth 
of spoofed attack traffic. If they intelligently route that traffic through reflectors 
known to return a large answer in response to small queries, the amplified output 
attack traffic might end up being many times the size of the original input traffic.



In the preceding sections, we’ve largely focused on volumetric attacks: e.g., flooding a site’s connection with so much 

bogus (and congestion-insensitive) traffic that legitimate traffic can’t get through. While that’s certainly common 

enough (and effective in all-too-many cases), more subtle non-volumetric attacks are also possible, particularly at the 

application layer. For example, one common stateful attack tool attempts to tie up available connection slots on a 

web server by delivering expected POST traffic at glacial speeds.

Ransomware attacks (in which a system’s key files or databases are rendered 
permanently encrypted and inaccessible unless a ransom is paid) are another 
example of a non-volumetric DoS attack.

• Spotting a Denial of Service (DoS) Attack  

https://www.farsightsecurity.com/assets/media/infographics/ddos-infographic.pdf

• Spotting A DNS Denial of Service Reflection Attack in SIE Darkspace Telescope Data

https://www.farsightsecurity.com/blog/txt-record/ddos-sie-darkspace-1-20160603/

• Accessing Darknet Telescope Data via SIE Remote Access (SRA)

https://www.farsightsecurity.com/blog/txt-record/ddos-sie-darkspace-2-20160613/

There’s a lot more that can be said about denial of service attacks; this brief introduction is just meant to

quickly help you understand some of the basic technology you may run into, or some of the attacks that may

be routinely seen.
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Non-Volumetric DoS Attacks

Conclusion

Additional Resources
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Farsight Security®, Inc. is the world’s largest provider of 
historical and real-time DNS intelligence solutions. We 
enable security teams to qualify, enrich and correlate all 
sources of threat data and ultimately save time when it 
is most critical - during an attack or investigation. Our 
solutions provide enterprise, government and security 
industry personnel and platforms with unmatched global 
visibility, context and response. Farsight Security® is 
headquartered in San Mateo, California, USA. Learn more 
about how we can empower your threat platform and 
security team with Farsight Security® passive DNS solutions 
at https://www.farsightsecurity.com or follow us on 
Twitter: @FarsightSecInc.
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